Intro to
Cybersecurity

1.1.2 - Authentication
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A A A = tools used to achieve CIA

A uthentication
Prove who you are

Access Control

What you are allowed to see or get to
aka: authorization or permission

A ccounting

Keep track of what you’ve done and what has
happened (aka Auditing)
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Presenter Notes
Presentation Notes
CIA defines the goals of cybersecurity.  To achieve those goals our primary tools are AAA.  You can put these steps into context by using an exclusive party as an example.  
Authentication – methods of proving that you are who you say you are.  For the exclusive party, this would be showing the screener your ID to prove you are John Smith.
Access Control – okay, just because you are John Smith doesn’t mean you get into the party.  The screener now has to check to see if you are on the invited list – i.e. are you allowed access?�Be careful – one of the synonyms, “Authorization” is often confused with “Authentication”.  In fact they are completely different security steps. The most commonly understood term for Access Control is permission.
Accounting – this isn’t the financial type of accounting.  This is the keeping track kind of accounting.  If we want to know which of the invitees has already arrived at the party, we can review the list to see if their name is checked off. In computing we use log files to keep a record of what has happened on the system.


Authentication

* Prove who you are so
that you are given
access
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Presenter Notes
Presentation Notes
We will start our in-depth learning with the Authentication tool.  Here’s a cute cartoon to get us started on thinking about the most simple type of authentication – the password.



Authentication

"Prove that | am who | say | am"”

Authentication is very basically the establishment of trust
between two parties.

= [f we can’t trust each other, then how can we share information
or participate in activities together?

: _ What are some ways to
3 ways to authenticate: ,
_ prove who you are:
» something you know - a password

» something you have - a SmartCard or Code | These can be methods to
use in person OR online

* something you are - a fingerprint
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Presenter Notes
Presentation Notes
Most people don’t realize that Authentication is about trust.  In fact, we are developing authentication “fatigue” because our digital systems are constantly challenging us for passwords and PINs. But as we mentioned before, I can’t let you touch the valuable data until I know exactly who you are.

FIRST ask students for some ideas about this question.  Can be online OR offline. They will likely come up with answers like driver’s license, passport, fingerprints, school id swipe card – and of course passwords.  
THEN click to make grey rectangle disappear to see formal answers
Click - Something you know – password or pin
Click - Something you have – school ID swipe card or see if anyone has thought of the digital version of this = the code from Google 2-factor authentication
Click - Something you are – did anyone come up with something besides fingerprint?  We will look at other forms when we discuss biometrics.


Passwords — what you know

» A password is just a combination of characters and numbers

» Even Dark Helmet can tell a bad password!

Clip Source: https://vimeo.com/521239024 Spaceballs, MGM, 1987
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Presenter Notes
Presentation Notes
Something you know is the form of authentication that we rely on most, usually as a password – which is defined here as “a combination of characters and numbers”.  The video clip is from Spaceballs and it’s just a quick take on the silliness of some passwords.

Video is 1:04 min.  Embedded from Vimeo: https://vimeo.com/521239024


https://vimeo.com/521239024

Password Attacks

#1 method = steal the password

* Jooking over a user’s shoulder, a keylogger, password written down,
etc. These will be covered in later units.

#2 method = guess the password Test the Strength of Your
* Brute Force — software programs which Passwords
aUtomate the process Of rapidly teSting This is an educational tool that can be very beneficial in helping students understand
all possible combinations of characters. oy comples psovords e s e ecommended el oo b
» Stupid User — guess the password e
based on knowledge of the ’

user (dates, pet names, etc).
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Presenter Notes
Presentation Notes
In attacking “what you know” the first method will be to try to steal your password – that’s the easiest way to get it!

The next method is through trial and error – the hacker keeps guessing until it works or until the hacker gives up.
A Brute force attack doesn’t try to make any sense of your password,  it just tries every combination of characters.  If your 3-letter password uses only the 26 lower case letters, then there are just 17,756 possible combinations and that will take a computer about 3 seconds to try all of those.  Here is a fun website to calculate the total combinations based on whether you use lowercase, uppercase, numbers and characters. I suggest showing this on the screen to give the students perspective on how changing your password length can make a big difference in resisting a brute force attack. https://cyber.org/find-curricula/test-strength-your-passwords 


Mumber of Mumbers
Characters Only

__Instantly
Instantly

Instantly
Instantly
Instantly

Instantly
Instantly
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Numbers, Upper
and Lowercase
Letters

Upper and
Lowercase Letters

__Instantly | ~_Instantly

Instantly Instantly

Instantly 1 sec
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m.%% BRUTE FORCE

2bn years | 37bn years

100bn years 2tn years

i ___linyears

Mumbars, Uppaer
and Lowercase
Letters, Symbaols

__Instantly
Instantly

= TIME IT TAKES

& mins

s A HACKER TO

YOUR
PASSWORD

93tn years

-Data sourced from HowSecureismyPassword.net
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Presenter Notes
Presentation Notes
Let’s look at how password length makes a difference in hacking a password.  If the attacker is going to try guessing a password, either by hand or  by using cracking software, then here is how long that brute force guessing attack will take.

Notice that the major difference between using only lower-case letters for the password versus using all the characters on the keyboard.  With only lower case it takes all the way up to 11 characters to slow the hacker down to a day.  With all the keyboard characters it takes only 9 characters (3 weeks).   AND would take a brute force 400 YEARS to crack an 11-character password using all keyboard characters.

So this illustrates an important part of security.  You want to make yourself more trouble than it’s worth to attack.  Hackers will only put days or even years into hacking a password IF there is a lot of guaranteed payoff at the end.  So if you have the formula for making gold out of dirt, they will hack you for years.  But otherwise they will give up after a few hours and go try someone easier.  Make yourself too much trouble to hack!



What Hackers Know About Passwords

50% chance that there is a VQWEL

Capital letters are usually at the

BEGINNING

and are followed by a vowel

Numbers are usually 1.2
and are at the start or end

-~ 1 @ #S % & ?
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Presenter Notes
Presentation Notes
We know that length and complexity will strengthen a password.  It should have a mix of lower case and upper-case characters, numbers and symbols and should be at least 8 characters. The slide shows how even when people follow these guidelines they are still very predictable!   Talk through each one of these points
50% of all passwords have at least one VOWEL
Capital letters are usually at the BEGINNING and then are followed by a vowel
Numbers used are usually 1 OR 2 and they are usually placed at the end.
Women use PERSONAL NAMES for passwords frequently - kids, husband, pets.
Men use their HOBBIES for passwords frequently - team names especially!
These are the SYMBOLS used most often - ~ ! @ # $ % & ?    Point out that here are other symbols NOT used very often: ^ * ( ) + | { } =
So if a hacker starts with these basics - but users make it even easier for them!


Intro to
Cybersecurity

Activity — Testing Password Strength
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Presenter Notes
Presentation Notes
 Lesson Plan Summary - Instruction / Activities
PPT: Authentication
To achieve CIA, the primary tools are AAA (Authentication, Access Control and Auditing).  Provide summary definitions of each.   Explain that initial learning focus will be on Authentication.
Define authentication and the three modes – what you know, what you have and what you are.
Define the password as the most common implementation “what you know”
Identify two forms of password attacks – password stealing and password guessing
Demonstrate that password length and complexity increase time to crack, but that humans have predictable methods of password creation.�
Lab: Testing Password Strength- students work in pairs to create a password according to criteria and then test at https://www.security.org/how-secure-is-my-password. Warn students NOT to use their real passwords during this activity.�
Activity: Creating a Safe Password
PPT to introduce concept and identify the best practice rules for creating strong passwords
Show video: Use_BetterPasswords  2:25 min - this provides advice on how to create a safe password
Slide 5 - Explain steps that will be used in the activity
Students should follow the steps to create the password and then create a colorful poster.a colorful poster.
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